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Abstract —This paper examines the problem of detecting
the execution of plans performed in partially observable
and cluttered environments. In particular, a plan is
defined as a series of tasks that must be executed
according to a known precedence relation and build
toward some final objective. The goal of a plan detection
algorithm is to detect the execution of the plan from the
available ambiguous and incomplete data before it
reaches the terminal event. This paper presents a Monte
Carlo inference algorithm capable of estimating the belief
that the plan is currently being executed and how much
progress has been made. The performance characteristics
of the algorithm are tested for a variety of simulated data
sets containing different signal to noise ratios.
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1 Introduction

The ability to recognise the execution of a comphan
from incomplete and cluttered observations is irtgoar
for many applications. These range from providing
assistive robots the ability to understand the biela of
their owner; to organised crime detection and pndea
[1]; network and computer intrusion detection sysd?2],
[3]; uncovering terrorist activities [4], [5], [6];and
inferring enemy objectives in military scenariog, [[8],

[9].

Of interest in this paper are plans that build amv
some ultimate event, for instance a terrorist bowgpi
hijacking, or insurgent ambush. These plans require
several tasks to be performed before the final evan be
carried out. However these tasks are rarely directl
observable and the available information is usually
ambiguous and incomplete.

This paper examines the inference or fusion prable
that involves piecing together the observed daté&hwh
considered on its own, could have come from beaiggh
normal activity, but taken together within the it of
the plan may represent activity with a potentiadliye
outcome.

This work builds on that of Godfrest al. [4], [5]
and defines a plan as a series of tasks, eachavddfined
but unknown duration. In addition, the tasks hawseides

of known precedence relationships between them (e.g
components must be obtained before they can be
assembled) such that the overall plan can be reptes as

a Gantt chart. Intelligence gathering and invesiiga
activities provides partial information about theseution

of the individual tasks. However this informatios i
ambiguous as it is possible for it to have beereggerd
from benign background activity that is unrelatedtie
execution of the plan.

The developed inference algorithm extends the
Monte Carlo filtering approach of [4] by explicitly
modelling how the observations are affected by
background clutter. This enables the system toomby
estimate the progress of the plan but also estirttee
probability that the plan is actually not underway,
implying that the collected data is obtained froemign
background activity.

The Monte Carlo filtering approach used in thigkvo
allows greater complexity in how plans can be miedel
than comparable techniques based on hidden Markov
models (e.g. [6]). For instance concurrent planvaiets
and non-Markovian transition probabilities can lyabe
incorporated.

The paper is organised as follows: Section 2 &rth
defines the problem and the models of the plan and
observables. Section 3 provides details of therémiee
algorithm. Details of a test scenario are giveséttion 4
with the results and performance characteristicghef
approach given in Section 5. Conclusions and futioek
are discussed in Section 6.

2 Problem Definition

To define the inference problem, three aspects rnast
considered: (i) the structure of the plan and the
dependencies between the sub-tasks; (ii) the fdrtheo
gathered observables and their dependency on tre pl
sub-tasks; and (iii) the dependency of observablethe
background or noise process. The overall modelhef t
inference problem is depicted in Fig 1.

21 Plan

The structure of the plan is modelled as a Gardttobr
project plan. This assumes a task can only stae afi its
dependent tasks are completed. Once started, eskh t



requires a given execution time before it is coraple
Thus, the evolution of the plan can be completely
specified by knowing the start time of the plare.(ithe
start time of the tasks with no dependencies), the
dependency structure of the plan and the duratiach
activity.

Hence, to estimate the progress of a hidden dlan o
given structure, all that is required is to estientite plan
start time and duration of each task. Thus, théeakbe of
interest for the inference problem is defined tgytkctor:

[taae 0 ] @)
Heret,, defines the start time of the plan adddefines

the duration of task . This vector defines the schedule of
the plan, determining its complete time evoluti®his is
similar to [4]. However, in addition to this, notap
instances will be explicitly modelled by defininiget state
as the empty sefl . This addition allows scenarios that
do not have any plan activity to be explicitly mtelé and
will allow an estimate to be generated over whether
plan is actually underway. Thus, the state spacer ov
which inference must be performed consists of thetg
set and set of all plan schedules, that is overxallX,
where

X &0 ORMese™
and N, defines the number of tasks in the plan.

To perform Bayesian inference over this space will
require a prior probability density functiomp(x) that
captures any specific domain knowledge that is not
captured in the structure of the plan or obsenmbldis
must include when a plan could be expected to &faat
all) and how long may each task take. This priansity
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should come from domain experts or historical data.

2.2 Observables

Observables primarily come from the execution o th
plan tasks. However, false observations are alsergéed
from unrelated background activity. Although theme
unrelated to the plan, these observations will hawe
interpretation linked to possible plan activity. Taymally
define the model of the observation process, yirlstl z,

represent an observation at discrete titpe The set of

possible observables is assumed discrete and radda/
0={0, 0;,0,..} (continuous extensions are also
possible however not considered here). To modetgim
periods where no evidence is uncovered, the obisenva
variable z will be set to the empty sdil . This enables

the system to explicitly reason over missing infation.
Thus, the set of possible valugs can take is given by

Z2000={0,0,040..} .

Now, the detective work required to uncover
observables is modelled by the conditional proligbil
P(z %)

This describes the probability of discovering the
observable zz when the true underlying plan being

executed is described by, where x may be the null plan
or a particular plan schedule defined by the veitdy).
It needs to be pointed out that this model assuthes
multiple observations taken during the whole inigegive
process are conditionally independent of each atihhee
the state of the plarx is known. In practice this is
unlikely to be true as additional factors that amet
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Figure 1 Aspects of the inference problem. The plan cosegra set of individual activities or tasks thasnie carried o
according to a setf dependencies. The observables are dependemhether a given activity is currently underway,

may also be generated by a background noise process



currently considered in the state may link the way
observables are uncovered. However, in this woi& th
assumption will be used.

An additional problem with formulating the modél o
the observation process as the distributip(g, | x), is

that it is a very complicated function defined asapping
from the product seiXxZ to the real line. This can be
simplified by following [4] and assuming the prolildip

of discovering a giveryg, is only dependent on whether a
given task is either not-started, underway, or detep
Here however, we make the further assumption thest i
only dependent on whether a given task is underway.
Thus, the observation model can be written as

P(z [X)=p(z |T).
WhereT 0{[0,1,2,...,N,} denotes whether a given task
is underway and is determined by the stateand the
observation timet . The distributionp(z | T) can now be

defined as a simple conditional probability table.

It is noted that the special caseTof O is explicitly
considered. This extension will allow the systeneason
over false observations, that is observables thet bbeen
uncovered and thought to describe behaviour camist
with the execution of the plan but have actuallyerbe
generated by normal background activity that ielaied
to the plan. In this paper the combination of these
observables are modelled as uncorrelated randomtsve
however more complicated models, that explicitlydeio
individual behaviours, are also possible but weljuire a
more powerful model than the tabjgz |T).

3 Inference Algorithm

The inference problem that is of interest in thigoer is
that of determining the posterior probability oviee plan
state x given the uncovered observables.
p(X1Z, .2, .-.)

This will allow answers to questions like “What tise
probability that the plan is currently being exed®” and
“What tasks are likely to be currently underway®@”lte
calculated.

In what follows it will be assumed that there
available a prior densityp(x) and a modelp(z |T) that

accurately describes the observation process. I
examples considered in this paper, these modetzide
exactly with the models used to produce the data.
Determining the robustness of the algorithm to niodge
inaccuracies is left for future work.

The approach taken to perform inference over the
hidden plan statex builds on the Monte Carlo estimation
or particle filtering framework of [4]. This is eettded to
incorporate the more general models described atid®e
2, in particular the null planx=0 and the null
observation z=0. The method is a version of the
sampling-importance-resampling (or bootstrap) aigor
[10]; however as the entire plan state is estimétede is

S

th

no need for a dynamics model and the associateplisgm
sted. The algorithm is recursive and starts with aafet
samples drawn randomly from the prior distributip(x) .
Observations are fused into the sample populatipn b
repeatedly updating the weights followed by a paesi
resampling operation. To describe the process inemo
detail, first assume a set of weighted particlesstex
representing the prior

POY = D WES(x= ).

One method of obtaining the sample &gt w3} X , is to
first draw from the distribution over whether thasea
plan or not (i.e. a binary variable). If the platats is
sampled, a further start time and set of task duratare

sampled to completely populate the sample state
As observablesz ,z ...,z ... are collected, the
samples and weights are updated in a sequentigibfas

such that they approximate the posterior probabilit
distribution

p(x12,.2, .2, )
This is achieved using Bayes rule
P(XIZ,.2, - 2, Z,,)=
Apk, KPKkk 2, % )
Where A is a normalisation constant. It is noted thasit i
this step that requires the conditional indepengenc

between the observations given the plan. If thigsdoot
hold this step must be modified appropriately.

To apply this step to the sample det, w}l,
which is distributed according to the current prior
p(x|z .z, ...,z ), and obtain a set of weighted samples

(@)

distributed according to the posterior defined @) (
requires reweighting the samples according to the
observation likelihood

Wi OwS™ p(z, [TOE™ ).

Where T(x‘*,t,) determines the task that is being

executed at time, if the true plan state is described by
Xé(_l
renormalised such that s wf =1.

To avoid degenerating to a single sample with fateig
equal to one, the sample points are resampled diogaio
the new weights. However, as any resampling procass
potentially remove useful samples, it is only ariout
when a significant number of the samples have gibdgi
weight. This is determined by calculating the difex
number of samples and comparing to a thresholdidirac
of the actual number of particles (e.g. one third)

. After the weighting is applied the weights are

! In essence, the inference method used is compgaribl
performing conventional target tracking by perfarmi
estimation directly on the trajectory of the targetd thus no
prediction step is required.
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The resampling process employed is based on [4] and

modifies each selected sample by randomly genegratin
new set of durations for all the future tasks thate not

yet been observed. This ensures the sample set ha

adequate variety.

This process of reweighting the samples, follolwgd
the resampling, defines a recursive process thatbea
used to fuse any number of observables into thimatst.

In addition the process can easily handle out qtisece
and delayed data as there is no prediction step.

The set of sample points and their associated
weightings completely define the estimated progoéske
hidden plan. However, to answer questions like: &Ms
the probability that the plan is being executed?"What
is the probability that task 1 has finished?” regsiifurther
processing. This processing is effectively a
marginalisation operation of the joint distribution
represented by the weighted samples. For instamca f
given timet , to determine the probability that the plan has
not started, simply requires summing all the weigiftthe
samples that represent no plars ) and plans that will
start in the future (<t ). In a similar manner the

probability that a given task has not yet started,
underway, or has finished can also be calculated [4]
for additional details).

It is noted that to perform this inference proceise
full observation modelp(z |T) is not explicitly required

as each operation only needs the un-normalisebihlidad
*(M O p(z|T)
This means that the full tablg(z |T), which may be

very large as all possible observations must be
enumerated, never needs to be explicitly constdudd
that is required is the ability to construct the- un

normalised likelihoodl*(T) over TO{O,1,2,...,Nyq.}
for all the observableg, that are actually obtained. Thus,
whatever data is represented By, whether it be from

ELINT, HUMINT, text, video, etc, needs to be traaied

into a probabilistic likelihood over what tasks dathe
background) could have generated it. This could be
performed by a human analyst on an individual hasi#
operating within a larger data processing system be
generated from some predefined template models.

4 Example Scenario

A scenario of interest examined in this work tot tesd
evaluate the approach involved piecing together
intelligence reports to uncover enemy activity @@pg an
ambush in an asymmetric urban conflict. Such
preparations can be broken down into several distin
tasks ranging from the initial planning and finamgi to

/
Suspect email/SMS/phone ,/
conversations intercepted /
~
N

Hidden Plan

Mobilisation

Make IED

Gathered Intel

Meeting of suspected
insurgents detected -
4
Suspect financial transfer r /l

Initial meeting,
obtain finance, source
materials.

Recruit gunman, bomb
maker, additional
observers.

Source explosives,
detonators, construct
IED.

’
Informant reports attempted ,
recruiting activity //
’
Arms smuggling /
materials theft detected )/
’
/
/
Patrol reports suspicious Deploy IED
monitoring activity /
N I,
)\ .
— \ Detect approaching
Merchant reports suspicious Deploy Gunman [#yatrol / convoy,
activity along roadside Position gunman

Figure 2 Example intelligence reports and
dependency on the hidden plan activities.

Choose location,
monitor allied activity,
inalise attack plan.

Deploy lookouts,
plant IED.

tl

recruiting, bomb manufacturing, reconnaissance, and
finally deployment of gunman to the attack areectEaf
these tasks, when performed, may give rise to vhbkrs
that can be detected e.g. by informants, passiti@lpa
intercepted communications, etc. The set of plakstand

the observables that they may give rise to arectiegiin

Fig. 2.

When considered separately each observable will no
provide enough information to infer that there isya
enemy activity. To be able to successfully identifat
there is enemy activity underway, all the data maest
considered within the context of the plan.

4.1 Plan Model

Within this scenario, the prior distributiop(x) defines

when it is believed that a plan may start and havgleach
of the tasks may take. Here, it is assumed thaastbeen
identified from historical data and expert predio8 that
there is a 50% belief that there will be no enermiywiy
within the time period of interest (e.g. the nemot
months). For the other 50% it is assumed that a pid
start according to a uniform distribution over tlsame
time period.

To model the internal task durations, a sepandte p
distribution over each task must be specified [Bdr
instance, a gamma distribution could be used toeinti
task durations from an estimate of the mean anidvee.
In this work, it is assumed that the prior disttiba for
each task duration is the same and has a mearhn leh@t
days with a variance of 1 day. Thus, the prior &an
specified as

0.5

mm={

O-5p (tslan )p(dl)p(dZ )
Where p(ty,,) is a uniform distribution over the two
month period andp(d;) is a gamma distribution with

ifx=0
otherwise



mean 3 days and variance 1 day for all task# is noted
that with this prior a plan is, on average, 18 daysg.

4.2 Observation Mode

The observation model specifies the probabilityt tha
observable is generated either by the backgroundnor
active task within each hourly time step. Thispedfied
by defining two separate probabilities, one thédtes the
probability that the active tasks generate an olakde,
which is assumed to be the same for all the tas@snall
be referred to as the signal strength, and anatinéch
defines the probability of the background genecptam
observable, referred to here as the noise strefdtbse
are combined to produce the overall conditional
probability table p(z |T).

4.3 Simulated Data

Using the plan model and observation models desdrib
above random datasets can be generated. Suchtdatase
shown in Fig. 3 and consist of two months worth of
simulated observables. These 4 example data se&s ha
been generated according to a single pair of signdl
noise strengths. The effects caused by differgmasiand
clutter strengths are explored in Section 5.2.

5 Results

The output of a typical run of the algorithm isgivin Fig.

4. This figure shows the time series of input data
(corresponding to the top dataset in Fig. 3), averlaid
on it is the evolution of the belief that a plarcigrently
on going (at the time shown, this is approximat$%o).
Also displayed is the decomposition of this beiidd the
estimates of the progress made on the individis&istand
the actual ground truth schedule of the hidden.pléwese
results indicate that if conditioned on the plannbge
underway (which at this time is believed to be twith a
probability of 55%), the algorithm has estimatedttthe
tasks ‘Mobilisation’ and ‘Recruit’ are complete {wi
almost 100% conditional belief), the ‘Make IED’ igost
likely complete with a conditional probability of
approximately 80%. There is more uncertainty in thvae
the remaining tasks of ‘Recce’, ‘Make IED’ and ‘Deyp
Gunman’ are either not started, underway or coraplet
This is understandable due to the uncertainty éniriput
data, and is consistent with the current grounthttask
‘Recce’.

5.1 Plan Detection Performance

Roadside Activity > x o xx
Monitoring Detected |~ x <
Arms Theft x
Recruiting Attempt - x x % x o X x
Intercepted Comms | xx X 0 X x X xxx
Financial Transfer px<  x x x x x x  x x x -
Meeting Detected | x

30 40 50 60
Time (Days)

0 10 20
Roadside Activity x  x
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Arms Theft rx
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Intercepted Comms fx  x  x x  xx X X xx XX X X XX
Financial Transferr x x xoxoxx x 30¢
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Financial Transfer | x»x x
Meeting Detected | x x
. . . . . )
0 10 20 30 40 50 60
Time (Days)

Figure 3. Examp@ test data. Plans exist in the top
data sets, while the bottom two contain only 1
observables from the background.

is a plan being carried out, than during periodemthere

was no plan activity. However to understand howrofhe

algorithm misses plans or falsely identifies a pilaat is

not actually occurring the overall performance bt
algorithm needs to be determined.

Thus, to characterise the power of the algoritom t
be able to differentiate between plan activity awadplan
activity, the inference algorithm will be considére
binary classifier that determines whether the plan
currently being executed or not. Although this igg®the
extra information regarding the belief about whielsks
are being executed, it allows a simple and wellvimo
methods to be used, in particular a receiver operat
characteristic (ROC) curve. A ROC curve descriljes t
performance of a binary classifier by plotting tta¢e of
false positives vs. true positives. The curve isegated by

The results discussed above and shown in Fig. 4 varying the decision threshold that converts thgreie of

demonstrate the
inference algorithm for the majority of data seke Ithe
ones displayed in Fig. 3. For these types of problthere
is just sufficient information contained in the ebgbles
to allow useful conclusions to be drawn, e.g. thtameated
belief that a plan is going on is higher when trectially

representative performance of thebelief into the binary decision of ‘There is sonieth

going on’ or ‘Nothing is going on’. An ROC curve is
displayed in Fig. 5 and is calculated from 50 rando
datasets with similar characteristics to thoseign & (i.e.
plan structure and signal/noise strengths). The RQ€e



Roadside Activity
Monitoring Detected
Arms Theft
Recruiting Attempt
Intercepted Comms |- xx =

Financial Transfer

Meeting Detected

I
X x ] ‘ X x AN
sw“\*\wwﬂ‘\

X; J\* 60
40

20

Probability Plan is Underway (%)

0 10 20

|
30

40 50

Time (Days)

Summary at time (d-h): 40-20.

True Progress

Overall Plan |
Mobilisation [
Recruit ]
Make IED ]
Recce [
Deploy IED [ |
Deploy Gunmen [
0 0:2 014 0:6 018 1 ?;O ?;5 46 45 56
Probability Time (Days)

Figure 4. Typical run of the algorithm on the fidgtta set from Fig..3Top: Time series of input data (left axis), oa&
with the time evolution of therpdicted belief that a plan is currently on goinght axis). The snapshot was taken at
40, when the belief is approximately 55%. BottonftL8elief that the plan and each of the individtasks are ‘nc
underway’, ‘underway’ or ‘completed’. BottomRight: True progress of the hidden plan, the gattiine indicates tt

current time. The actual task being executed ist@eand is consistent with the estimate.

graphically displays the trade-off between wanthigh
true positive rate and low false positive rate.

5.2 Overall Performance Characterisation

The above analysis provides an insight into the
performance of the algorithm for a given scenarithw
fixed plan and observation models. However, when
attempting to determine what investigative prodegske,
which in turn determines what observables could be
collected and their signal and clutter characiesstt is
important to known how the observation model aff¢be
ability of the algorithm to draw useful conclusions

To accomplish this, the performance of the alganit
will be summarised further by integrating the RQve.
This produces a single number representing
performance of the algorithm for a fixed set of mksdand
varies from 0.5 for a purely random classifier tdot a
perfect classifier. It can also be interpreted &g t
probability that the belief score assigned to aitpes
instance (at a time when the plan is underway)igbdr
than that assigned to a negative instance (wheplémeis
not underway). This statistic measures how acclyrétie
two classes can be resolved from the data. Focuhee
displayed in Fig. 5 the area is 0.83. This statistiplotted
in Fig. 6 for difference types of data with diffate
observation models (and hence different signal rawide
characteristics). The stagk( ) represents the ctexistics
of the data and results depicted in Fig. 3 and 4.

the

As expected, for high signal strength (i.e. ingelhce
can be easily gathered regarding which tasks aimgbe
executed) the algorithm achieves almost perfect
performance. However, as the signal strength isaed,
and less information is available to the inference
algorithm, the performance degrades. Also as egpect
the rate of degradation is faster when the noidegker.

True Positive Rate

0.8

0 I
0 0.2

O‘.4 016
False Positive Rate
Figure 5. ROC-Curve. Displays the traolils betwee
true positive and false positivetea that different decisi

thresholds will produce.

1
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Figure 6. Performance characteristics of the imfes
algorithm for different signal and noise strengtfifie
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plan tasks and is plotted along the x-aXibe noise i
related to the strength of the observables to
background activity and varies according to thegpbf
the line.

0.7
0.1

This result allows a distinction to be made between
scenarios and investigative processes which wibpce
enough information to allow useful inferences tonhede
vs. scenarios where the available data is simply to
ambiguous and the hidden plans are effectively
unobservable.

This analysis has produced a quantitative desonipt
of how the performance of the algorithm varies aditg
to the amount of signal and noise in the systenafgiven
scenario. However, such understanding is also redui
when applying this method to new domains, which may
have a different plan structure and different obsleles
with different signal and noise characteristics. To
characterise the dependency of these on the pexfmen
of the algorithm a similar analysis could be pearfed that
considers different plan structures; prior models the
plan durations; and the number of observablesdbald
be collected and how they relate to the plan are th
background. This would require a vast number of

simulations to be performed and has not been done.

Instead we give some general comments that reldtiew
these may impact the performance of the algorithm:

o The more chain like the plan is the better the
algorithm will perform. This comes from the facath
chain-like plans impose greater constraints on lwhic

observable. E.g. a scenario where every task
generates a different observable will have higher
resolution than a scenario where every task gezgerat
the same observable and hence better performance.
This resolution of the observables also provides
insight into how much detail should be used to rhode
the plan.

6

This paper has examined the problem of detectirg th
execution of plans carried out in partially obséteaand
cluttered environments. In particular, a plan haerb
represented as a series of tasks that are exeeutad
known order and build toward some final event. gbal

of a plan detection algorithm is to detect the exea of
the plan from the available ambiguous and incoreplet
data before it reaches the terminal event. This been
accomplished using a Monte Carlo inference algorith
This algorithm extends the filtering approach of by
explicity modelling the full observation processhis
enables the system to not only estimate the pregrethe
plan but also estimate the probability that thenpia
actually not underway.

A method based on ROC curves has been presented
to examine the performance of the algorithm and hell
it can classify between the two situations corresiitg to
whether plan activity is underway or not. A perfame
analysis has been carried out for a variety of kited
datasets and provides a basis to determine whathieen
scenario, involving a particular plan model and
investigative process, will provide sufficient infieation
to allow useful conclusions to be drawn.

Within this work the model use to generate theadat
has coincided with the model used within the infes
algorithm. This is unlikely to be possible in piaetand
future work will examine how robust the algoritheitd
modelling errors.

Conclusion
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